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Anticybersquatting Consumer Protection Act: In Rem Jurisdiction 
 
The commercialization of the Internet dates from 1985. The first domain 

names were registered in March of that year and the first cybersquatting 

case reached the federal docket in 1994. Between 1994 and 1999 there 

was a slow beat of domain name cases and a high rate of anxiety over this 

new tort of cybersquatting.  

 In 1995 Congress enacted the Federal Trademark Dilution Act but its 

rules were insufficient to stem an increase in cybersquatting infringement. 

And in 1999 President Clinton signed  the Anticybersquatter Consumer 

Protection Act. Cybersquatting or cyber-piracy as it is styled in the statute is 

the act of unlawfully registering domain names identical or confusingly 

similar to trademarks with the “bad faith intent to profit from [the targeted] 

mark.” 

 The ACPA is positioned in the Lanham Act in Section 1125 which 

grants subject matter jurisdiction to trademark infringement and dilution. 

However, unlike the other theories of infringement the ACPA also 

authorizes in rem jurisdiction. I’m going to offer a few remarks on in rem 

jurisdiction, particularly as it concerns recovery of fraudulently transferred 

domain names. The concept of in rem jurisdiction is that the victim of the 



fraudulent transfer can sue the res, the domain name in those cases in 

which the court finds the fraud doer is either unknown or not present in the 

US.  

 Since these cases almost entirely involve dot com domain names, the 

court of choice is the District Court of Virginia, Alexandria Division. It is in 

this district that the dot com registry, Verisign, Inc. has its headquarters, 

and in which the court has jurisdiction over the res. 

 The Alexandria Division has proved particularly friendly although not 

entirely to the argument that marketing and monetizing domain names 

supports common law rights and is in fact the paramount court for deciding 

in rem actions concerning dot com domain names.   

 Since the remedy for fraudulently transferred domain names is to 

restore them to plaintiff, what better than to have the registry itself ordered 

to execute the judgment and have the stolen domain names restored to the 

plaintiff’s account.  

 One curious fact about the jurisprudence developed by judges and 

magistrate judges in the Alexandria Division is that their in rem judgments 

restoring fraudulently transferred domain names will never be reviewed by 

the Fourth Circuit because there is no personal defendant to challenge the 



judgments, so that what I am telling you is that this is essentially magistrate 

created law, with the imprimatur of the court.  

   There are of course in rem actions that include trademark 

infringement claims in which foreign registrants have appeared with the 

possibility of having appellate review but there are no cases as yet and one 

that I know of which is in the pipeline. 

    What makes it enticing to steal domain names? The answer lies in 

the sometimes astonishing values of noninfringing brandable domain 

names. Sales in the millions of dollar are not unheard of. The magnitude of 

the reported sales suggests that businesses have come to depend on 

brokers and resellers. Rather than go through the trouble of inventing new 

brand names from scratch businesses now look to these suppliers for 

distinctive names.  

 Needless to say, such values for domain names offer enticing 

opportunities for mischief. The sheer value and sometimes easy picking 

incites thieves to mine registration accounts for saleable domain names 

that puts registrants of valuable domain names at risk of having them 

stolen from their accounts.  

  So, too, businesses sometimes unwittingly buy from fraudsters which 

creates an entirely different problem because it then involves an identifiable 



purchaser who may come forward to defend its registration. Such was the 

case involving <calculator.com> which I will end my remarks on, a case out 

of the Southern District of Florida rather than the Alexandria Division.   

    The first issue plaintiffs must surmount, particularly for investor-

victims, is whether they have standing under the ACPA to maintain an 

action for recover stolen domain names. There are two possible routes to 

restore stolen domain names to their registrant-owners. The first is through 

the ACPA directly, what I call the “route direct”; and the second what I call 

the “route indirect is using the in rem jurisdiction of the ACPA but asserting 

a claim under the Computer Fraud and Abuse Act ("CFAA").” This tactic 

has also been used in trademark infringement cases.  

  First, the route direct.  

  The lead case from the Alexandria Division, Weitzman v. Lead 

Networks Domains decided in 2010 involved nineteen domain names. The 

Court determined in essence that use of domain names to promote a 

plaintiff’s business is sufficient to establish a common law trademark. The 

court (on the Magistrate’s Recommendation) agreed that “through Plaintiff’s 

longstanding, continuous, and exclusive use of the Domain Names, Plaintiff 

owns valid and enforceable rights to each of the registered Domain Names. 



The Magistrate Judge concluded that “legal precedent dictates that 

Plaintiffs Domain Names should be afforded the protection of the ACPA.”  

     This view of investor-monetizing/reseller rights has largely been 

adopted, but not without close examination of the lawfulness of plaintiff 

acquiring the stolen domain names. Whether investor-victims can 

recover stolen domain names is not a completely free ride. For example, 

in Yoshiki v. John Doe, a 2019 case, the Magistrate Judge took a 

jaundiced view of plaintiff. The Court was “especially concerned about 

the prospect of granting relief when Plaintiff’s only use for domain names 

such as tang.com, wtv.com, and nnn.com is domain monetization.” 

Furthermore, “names such as ‘tang’ arouse the Court’s suspicion that 

Plaintiff may be engaged in the type of activity that ACPA was intended 

to remedy.”  

   Thus, a principal consideration in restoring domain names lost to 

fraudulent transfers to investors must be whether they are “engaged in 

the type of activity that ACPA was intended to remedy.” If they are, or 

even appear to be, they cannot expect any sympathy from the court.  

 I do not have time to review more recent cases except to say in a 

2020 case that the Court expressly recognized that “a plaintiff can establish 

common-law trademark rights by ccontinuously using a domain name for 



promoting a business in commerce.” That business could be acquiring 

domain names for resale on the secondary market, with the proviso noted 

in the Yoshiko case.  

 The “route indirect” is illustrated in a 2020 case, Aiping Wei v. a 

number of domain names. Here, counsel creatively joined the ACPA with 

the CFAA. The magistrate judge recommended and the court granted 

default judgment quieting title under the CFAA and returning the domain 

names to Plaintiff’s account.     

 My ending comments concern the <calculator.com> case in 

Southern Florida from 2020.  It is particularly interesting because it was 

both in rem against the fraudster and in personam against the unlucky 

purchaser of the domain name from the fraudster. Unlucky because the 

purchaser paid $180,000 for the domain name and had to forfeit the 

domain name with very little chance of a remedy to recover its out-of-

pocket.  

 That is in very short order the state of the law on fraudulent 

transfer. Thank you for listening.  

 


