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mation available on a single individual’s browsing habits
and preferences and the universe of sites that may access it.
First party cookies are shared only with the sites that
deposited them. Third party cookies, however, may be shared
with other sites. Cookies also may be used to store increas-
ingly more sensitive personally identifying data, such as
user names as passwords.

Information collected voluntarily from a user may be
compiled with user metrics such as data stored on cookie
files. Thus, data that previously identified a unique person’s
preferences (such as the sites visited and likely interests),
but not the identity of that unique user, may be combined
with personally identifying information, removing the ano-
nymity of Web browsing and Internet statistics. Not all sites,
however, combine personal information and web statistics.

The increased use of third party cookies, the use of cookies
for increasingly more sensitive data and the practice of some
sites in combining information voluntarily obtained with
data collected through cookies and other technical means
have blurred the difference between personally identifying
information and non-PII.8 Advances in technology are likely
to accelerate these trends. As a consequence, the FTC and
state regulators may be expected to focus increasingly more
attention on practices that used to be viewed as involving
merely non-PII and requiring greater transparency and
disclosure from site owners, service providers and persons
and entities that collect, store, transfer, license or otherwise
use personal data.

Website tracking is also addressed in chapter 28 in the
context of behavioral advertising.9

In addition to U.S. law, the European Union has adopted
a Directive requiring advance assent before a business may
deposit a cookie on a user’s computer.10

26.03A Artificial Intelligence, Automated Decision-
Making, and Data Privacy

The use of artificial intelligence (AI) to predict consumer

8They also caused greater concerns about data privacy, which has
led the FTC to promulgate principles for industry self-regulation for
behavioral advertising. See infra § 28.06.

9See infra § 28.06.
10See infra § 26.04B.
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preferences and make assumptions about people’s health,
income, status, creditworthiness, and the like raises potential
privacy concerns among consumers and academics. Thus far,
there are few legal limitations on the use of AI to predict
personal attributes of individuals in the United States, al-
though the European Union has already begun to regulate
its use.

AI in connection with privacy generally involves automated
decision-making through the use of computer algorithms,1

which already is ubiquitous.2

Machine learning algorithms typically produce a statisti-
cal model based on correlations in a given data set with
known values (called the training set).3 For example, a
machine learning algorithm may create a model to filter
email spam based on a training set with labeled examples of
spam and non-spam emails (called class labels).4 This model
is based on certain target variables given in the training set.
With spam, the training set could include, for example, the
domain name of the sender, the length of the message, the
number of fonts used, or the prevalence of hyperlinks in the
message.5 Once a model is created, it may then be used to
classify or estimate values for which the correct classifica-

[Section 26.03A]
1An algorithm refers to “any well-defined computational procedure

that takes some value, or set of values, as input and produces some value,
or set of values, as output.” THOMAS H. CORMEN ET AL., INTRODUCTION TO

ALGORITHMS 5 (3d ed. 2009). In other words, an algorithm is “a sequence of
computational steps that transform the input into the output.” Id.

2See FRANK PASQUALE, THE BLACK BOX SOCIETY: THE SECRET ALGORITHMS

THAT CONTROL MONEY AND INFORMATION 14-15 (2015) (listing particular ap-
plications in finance and in online reputation and search services); Joshua
A. Kroll et al., Accountable Algorithms, 165 U. PA. L. REV. 633, 636 (2017)
(listing applications in voting, loan and credit decisions, welfare and
financial aid decisions, taxpayer audits, allocation of policing resources,
air travel security screening, and visa decisions); see generally CATHY

O’NEIL, WEAPONS OF MATH DESTRUCTION: HOW BIG DATA INCREASES INEQUALITY

AND THREATENS DEMOCRACY (2016) (discussing applications in education,
advertising, the legal system, hiring and promotion, credit, insurance, and
civic life).

3See Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 677-78 (2016).

4See Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 677-78 (2016).

5See Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 677-78 (2016).
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tion or estimate is unknown. In the email spam example,
once the model is created, it could be deployed to filter spam
for actual incoming emails.

A training set alternatively could be based on a series of
photographs of individuals, to teach an algorithm to recog-
nize particular traits or characteristics, or data on mortgage
loans, to help train an algorithm to identify whether users
are creditworthy. Health information similarly could be used
to train algorithms to identify low and high risk candidates
for life insurance products.

While machine learning can greatly enhance our under-
standing of big data and lead to efficiencies and cost savings,
it also has the potential to amplify negative trends that may
run counter to public policy objectives. For example, data on
creditworthiness may reflect years of redlining and other
practices that were an outgrowth of racial discrimination.
Using this data as a training set could lead an algorithm to
make predictions that exacerbate historic discrimination by
deeming certain people as less creditworthy because they
share attributes with people who historically were denied
loans or provided them on less favorable terms.

The choice of what target variables to include, the number
and representativeness of the examples in the training set,
and the accuracy of the provided class labels all introduce
the possibility of bias or error into the algorithmic process.6

Bad data leads to bad models: A training set based on biased
or prejudicial target variables or unrepresentative samples
will generate a model that learns to replicate these biases.7

Future decisions made by such a model could result in er-
roneous or discriminatory outcomes.8 Compounding the
problem of overt bias in data collection is that relevant, non-
discriminatory target variables can also serve as proxies for
a particular classification.9

As an example, a study by the National Institute of Stan-
dards and Technology (NIST) found that a majority of 189

6See Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 680-87 (2016).

7Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 687 (2016).

8Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 687 (2016).

9Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 691 (2016). As explained in one paper:
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facial recognition algorithms (from 99 different developers)
tested by NIST in 2019, reflected higher rates of false posi-
tives for Asian and African American faces relative to
Caucasians (by a factor of as many as 10 to 100 times,
depending on the particular algorithm),10 presumably
because test data relied disproportionately on photographs
of white people.

Separate from the problem of bias in training data is that
of explainability. Many machine learning algorithms (includ-
ing some of the most popular algorithms, like various neural
networks modeled loosely on the human brain) produce
models whose decisions are inscrutable (i.e., direct inspec-
tion of the model may defy understanding) or nonintuitive
(i.e., even models which are understandable may rely on
nonintuitive statistical relationships).11 Hence, even if
persons or entities employing algorithmic decision-making
tools embrace transparency and make their training data or
model available to third parties (which is not always a real-
istic option, since the models or even the data may be propri-

Should a bank be able to lend at a lower interest rate to a Mac user, if, in gen-
eral, Mac users are better credit risks than PC users, even controlling for other
factors like income, age, etc.? Does your decision change if you know that Mac
users are disproportionately white? Is there anything inherently racial about
using a Mac? If the same data showed differences among beauty products
targeted specifically to African American women would your opinion change?
. . .
With AI, the problem is not only limited to overt discrimination. Federal
Reserve Governor Lael Brainard pointed out an actual example of a hiring
firm’s AI algorithm: “the AI developed a bias against female applicants, going
so far as to exclude resumes of graduates from two women’s colleges.” One can
imagine a lender being aghast at finding out that their AI was making credit
decisions on a similar basis, simply rejecting everyone from a woman’s college
or a historically black college or university. But how does the lender even real-
ize this discrimination is occurring on the basis of variables omitted?

Aaron Klein, Credit denial in the age of AI (Brookings Institution, Apr. 11,
2019).

10See Patrick Grother, Mei Ngan & Kayee Hanaoka, Face Recognition
Vendor Test (FRVT) Part 3: Demographic Effects, NISTIR 8280 (National
Institute of Standards and Technology, U.S. Department of Commerce
Dec. 2019), available at https://nvlpubs.nist.gov/nistpubs/ir/2019/
NIST.IR.8280.pdf. The study found that algorithms developed in Asian
countries generally did not reflect a similar variance for Asian and
Caucasian faces. NIST also found that a number of algorithms were highly
accurate in matching people in all of the demographic groups studied.

11Andrew D. Selbst & Solon Barocas, The Intuitive Appeal of Explain-
able Machines, 87 FORDHAM L. REV. 1085, 1090-91 (2018).
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etary12), doing so may provide only limited insight.13

The potential for overreliance on algorithmic decisions
raises a further concern. Those unversed in statistics or un-
aware of the limitations of a particular model may ascribe
an unwarranted degree of objectivity and neutrality to an
automated decision that could be premised on biased test
data or a faulty model.14

Academics have raised two primary concerns about
algorithmic decision-making involving consumers. One
focuses on procedural due process15—with critics contending
that individuals subject to an adverse determination by an
algorithmic process should be entitled to a reasoned explana-
tion for the decision, the data upon which the algorithm
relied, and an opportunity to contest an erroneous
determination.16 The other concern is based on antidiscrimi-
nation principles—with critics asserting that automated

12The use of AI in connection with proprietary databases and data is
separately analyzed in chapter 5. The scope of trade secret protection for
proprietary data and information is analyzed in chapter 10.

13See Joshua A. Kroll et al., Accountable Algorithms, 165 U. PA. L.
REV. 633, 638-39 (2017).

14Sonia K. Katyal, Private Accountability in the Age of Artificial Intel-
ligence, 66 UCLA L. REV. 54, 58 (2019).

15Procedural due process norms include “transparency, accuracy, ac-
countability, participation, and fairness.” Danielle Keats Citron & Frank
Pasquale, The Scored Society: Due Process for Automated Decisions, 89
WASH. L. REV. 1, 20 (2014). Reference to due process in this context is best
understood in terms of procedural fairness if it involves actions taken by
private entities, rather than the government. Constitutional due process,
of course, does not apply to non-governmental conduct. See, e.g., Lugar v.
Edmondson Oil Co., 457 U.S. 922, 936-37 (1982) (holding that due process
only attaches when (1) the deprivation of life, liberty, or property is “caused
by the exercise of some right or privilege created by the State or by a rule
of conduct imposed by the state or by a person for whom the State is
responsible” and (2) “the party charged with the deprivation must be a
person who may fairly be said to be a state actor”).

16See Nizan Geslevich Packin & Yafit Lev-Aretz, Learning Algorithms
and Discrimination, in RESEARCH HANDBOOK ON THE LAW OF ARTIFICIAL INTEL-
LIGENCE 88, 93-94 (Woodrow Barfield & Ugo Pagallo eds., 2018); Andrew D.
Selbst & Solon Barocas, The Intuitive Appeal of Explainable Machines, 87
FORDHAM L. REV. 1085, 1090-91 (2018); cf. EXEC. OFFICE OF THE PRESIDENT, BIG

DATA: SEIZING OPPORTUNITIES, PRESERVING VALUES 53 (2014), https://
obamawhitehouse.archives.gov/sites/default/files/docs/big—data—pri-
vacy—report—may—1—2014.pdf (noting that the use of algorithmic
decision-making in “employment, credit, and insurance” is “subject to
some degree of transparency, correction, and means of redress,” including
“why a decision was made . . . and what information was used to make it,
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decision-making may potentially perpetuate existing social
inequality and result in discriminatory outcomes through
the use of training data that is biased or reflects historic
discrimination.17

Sector-specific laws in regulated industries like banking
and finance18 and healthcare19 impose privacy restrictions on
the use of data, but may not fully account for the impact
that automated decision making has on third party decision-
makers or allow consumers to impact this decision making
(or in most cases even have insight into its use). Similarly,
while private entities are subject to federal antidiscrimina-
tion laws in specific contexts (such as employment, and hous-
ing), those laws likely do not account for disparate treatment
or disparate impact claims premised on the use of a biased
algorithm or machine learning model that merely amplifies
historic trends (or which reflects a bias that those using the
algorithm may neither appreciate nor intend).20

Addressing these issues is made more complex by the fact
that many algorithms will likely be subject to trade secret
protection.21

The Federal Trade Commission has encouraged companies
compiling or engaging in extensive data analysis to consider
the representativeness of their data sets, whether their

and to correct the underlying information if it is in error”).
17See Nizan Geslevich Packin & Yafit Lev-Aretz, Learning Algorithms

and Discrimination, in RESEARCH HANDBOOK ON THE LAW OF ARTIFICIAL INTEL-
LIGENCE 88, 91-92, 95-97 (Woodrow Barfield & Ugo Pagallo eds., 2018);
Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact, 104
CALIF. L. REV. 671, 673-74 (2016); Sonia K. Katyal, Private Accountability
in the Age of Artificial Intelligence, 66 UCLA L. REV. 54, 56-59 (2019);
Pauline T. Kim, Data-Driven Discrimination at Work, 58 WM. & MARY L.
REV. 857 (2017).

18See, e.g., Fair Credit Reporting Act, 15 U.S.C. § 1681, amended by
Fair and Accurate Credit Transactions Act of 2003, Pub. L. No. 108-159,
117 Stat. 1952 (credit); see also Danielle Keats Citron & Frank Pasquale,
The Scored Society: Due Process for Automated Decisions, 89 Wash. L. Rev.
1, 16-18 (2014) (discussing credit scores under the Fair Credit Reporting
Act); see generally infra §§ 26.12[2], 26.12[3].

19See, e.g., 42 U.S.C.A. §§ 1320d et seq.; 45 C.F.R. §§ 160 to 164; see
generally infra §§ 26.11, 27.04[4].

20See Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact,
104 CALIF. L. REV. 671, 694-712 (2016); Joshua A. Kroll et al., Accountable
Algorithms, 165 U. PA. L. REV. 633, 692-95 (2017).

21See Sonia K. Katyal, Private Accountability in the Age of Artificial
Intelligence, 66 UCLA L. REV. 54, 117-21 (2019).
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models account for biases, the accuracy of predictions based
on their models, and whether their reliance on algorithmic
models raises ethical or fairness concerns.22 This encourage-
ment has been supplemented by voluntary industry self-
regulation, including adherence to ethical guidelines
promulgated by professional organizations and trade
associations.23

By contrast, in the European Union, Articles 13(2)(f) and
14(2)(g) of the General Data Protection Regulation (GDPR)
obligate entities that obtain personal data from an individ-
ual or from some other source, respectively, to inform that
individual whether the data collected will be subject to
“automated decision-making, including profiling,” and to
provide “meaningful information about the logic involved, as
well as the significance and the envisaged consequences” of
such automated decision-making.24 Furthermore, subject to
some exceptions, Article 22(1) affords individuals “the right
not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him
or her.”25 Finally, Article 15 provides individuals a right to
access their data and information regarding how it has been

22See FED. TRADE COMM’N, BIG DATA: A TOOL FOR INCLUSION OR EXCLUSION?
25-32 (2016), https://www.ftc.gov/system/files/documents/reports/big-data-
tool-inclusion-or-exclusion-understanding-issues/160106big-data-rpt.pdf.

23See Sonia K. Katyal, Private Accountability in the Age of Artificial
Intelligence, 66 UCLA L. REV. 54, 107-11 (2019) (cataloging efforts by
researchers at Amazon, Facebook, IBM, Microsoft, and Alphabet; the As-
sociation for Computing Machinery; and the Institute of Electrical and
Electronics Engineers).

24Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the Protection of Natural Persons with Regard
to the Processing of Personal Data and on the Free Movement of Such
Data, and Repealing Directive 95/46/EC, art. 13(2)(f), art. 14(2)(g), 2016
O.J. (L 119) 1, 41, 42; see also Stefanie Hänold, Profiling and Automated
Decision-Making: Legal Implications and Shortcomings, in ROBOTICS, AI
AND THE FUTURE OF LAW 123, 140-42 (Marcelo Corrales et al. eds., 2018); see
generally infra § 26.04 (analyzing the GDPR).

25Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the Protection of Natural Persons with Regard
to the Processing of Personal Data and on the Free Movement of Such
Data, and Repealing Directive 95/46/EC, art. 22(1), 2016 O.J. (L 119) 1,
46; see also Stefanie Hänold, Profiling and Automated Decision-Making:
Legal Implications and Shortcomings, in ROBOTICS, AI AND THE FUTURE OF

LAW 123, 133-40 (Marcelo Corrales et al. eds., 2018).
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used.26 While these provisions impose more stringent regula-
tion, their precise contours have yet to be fleshed out.27

26.04 The European Union General Data Protection
Regulation (GDPR)

Section 26.04 was written by Francoise Gilbert, CEO
of DataMinding, Inc., Palo Alto, CA,1 and updated for
2020 by Dr. Viola Bensinger of the German office of
Greenberg Traurig, LLP.2

26.04[1] In General
The European Union’s General Data Protection Regula-

tion (GDPR)1 repealed the 1995 EU Data Protection Direc-

26See Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the Protection of Natural Persons with
Regard to the Processing of Personal Data and on the Free Movement of
Such Data, and Repealing Directive 95/46/EC, art. 15, 2016 O.J. (L 119) 1,
43.

27Article 22’s requirement that data processing be done “solely” by an
automated process and the imprecision of what “significant[] [e]ffects”
could trigger an individual’s data rights are just some examples of the
GDPR’s uncertain requirements. See Anjanette H. Raymond et al., Build-
ing a Better HAL 9000: Algorithms, the Market, and the Need to Prevent
the Engraining of Bias, 15 NW. J. TECH. & INTELL. PROP. 215, 247-48 (2018);
see also Sonia K. Katyal, Private Accountability in the Age of Artificial
Intelligence, 66 UCLA L. REV. 54, 106-07 (2019) (reflecting on some limits
and uncertainty of the GDPR); Andrew D. Selbst & Solon Barocas, The
Intuitive Appeal of Explainable Machines, 87 FORDHAM L. REV. 1085,
1106-09 (2018).

[Section 26.04]
1Francoise Gilbert is the author and editor of the two-volume treatise

Global Privacy & Security Law (www.globalprivacybook.com) (Wolters
Kluwer 2009-present), which analyzes the data protection laws of 68
countries on all continents. She is also the co-author of a dozen law books,
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