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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ Made in China 2025 is ten-year industrial policy launched in 
2015 and designed to make China dominant in global high-
tech manufacturing
□ Government Subsidies

□ Foreign investment and acquisitions – Chinese Private and State-
Owned Enterprises made $45 billion in U.S. acquisitions in 2016.

□ Mobilizing state-backed companies.

□ Forced transfer agreements.
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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ Thousand Talents Program is national program launched in 
2008 focused on incentivizing Chinese citizens educated in 
elite programs overseas and who have been successful 
researchers, entrepreneurs and professionals to return to 
China. 

§ Goal is “to facilitate the legal and illicit transfer of US 
technology, intellectual property and know-how” based 
on unclassified U.S. Intelligence assessment.
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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ June 2018 Report of White House Office of Trade and 
Manufacturing Policy, entitled “How China’s Economic 
Aggression Threatens Technologies and Intellectual 
Property of the United States and the World.” 

§ “[T]he ‘Thousand Talents Plan,’ … targets scholars who are 
leaders in their respective fields with top-level research 
capabilities, and who may hold intellectual property rights 
… desired by China. These recruits may receive lucrative 
and prestigious  positions at premier Chinese research 
institutes, labs or universities.” Report at 16.
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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ Report states 44,000 highly skilled Chinese personnel have 
returned since 2009 through Thousand Talents based on 
Chinese government sources. 

§ Report states more than 300 entrepreneurial parks for 
students returned from overseas

§ Report states more than 24,500 enterprises have been set 
up in these parks by over 67,000 overseas returnees, 
according to China Daily. 
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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ November 1, 2018 – DOJ declares “China Initiative” to 
prioritize use U.S. criminal laws to investigate and 
prosecute Chinese companies aggressively for, among other 
things,  trade secret theft and economic espionage.

§ Then-Attorney General Jeff Sessions: “Chinese economic 
espionage against the United States has been increasing –
and it has been increasing rapidly. Enough is enough.  
We’re not going to take it anymore.”
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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ FBI Director Christopher Wray: “No country presents a 
broader, more severe threat to our ideas, our innovation, 
and our economic security than China.  The Chinese 
government is determined to acquire American technology, 
and they’re willing to use a variety of means to do that –
from foreign investments, corporate acquisitions, and cyber 
intrusions, to obtaining the services of current or former 
company employees to get inside information.”
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THE ECONOMIC ESPIONAGE ACT
§ 18 U.S.C. § 1831: Economic espionage – trade secret theft 

to benefit foreign government, or its instrumentality, or 
agent. 

§ 18 U.S.C. § 1832: Trade secret theft for economic 
advantage, whether or not to benefit foreign government, 
or its instrumentality, or agent. 
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PENALTIES UNDER THE EEA
§ Imprisonment and Fines

□ § 1831 – 15 years and up to $5 million for an individual 
and a fine up to greater of $10 million or three times 
value of stolen trade secret for an organization  

□ § 1832 – 10 years and $250,000 for individuals, and a 
fine up to $5 million for an organization
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PENALTIES UNDER THE EEA
§ Restitution – Mandatory restitution “in the full amount of 

each victim’s losses …” 18 U.S.C. § 3664(f)(1)(A)

§ Criminal Forfeiture – Section 1834 – sentencing court:

□ shall order forfeiture of any proceeds or property 
derived from violations of the EEA, and

□ may order forfeiture of any property used to commit 
or to facilitate the commission of the crime
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RESOURCES DEDICATED TO EEA
ENFORCEMENT

§ The FBI has investigative responsibility for complaints under 
§§ 1831 and 1832.

§ Approximately 60% increase in investigations 2009-13.

§ More than half of prosecutions since 2013 have “China” 
link.

§ DOJ’s November 1, 2018 China Initiative further focuses 
investigative and prosecutorial on cases with China link.
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Zheng Xiaoqing/Zhang Zhaoxi. April 18, 2019 indictment out of Northern 
District o New York involving MIT-trained U.S. citizen (Zheng) of Chinese descent, 
a GE engineer in steam turbine design group, and his nephew (Zhang), a Chinese 
citizen.  Includes claims under §§ 1831 and 1832.   

□ Zheng and Zhang established turbine companies in China and Zheng sent Zhang coded and 
secreted technical data (in binary code embedded in digital sunset photo) on GE turbines  to 
Zheng for new Chinese turbine companies. 

□ Indictment identifies Made in China 2025 initiative and focus on aviation industry and related gas 
turbine technology. 

□ Indictment identifies PRC’s Thirteenth Five-Year Plan that lists aviation engines and gas turbines 
as major projects.

□ Zhang informed Zheng that application to Provincial Standing Committee for 50 million RMB had 
been approved – part subsidy and part interest free loan. 

□ Zheng sent message to Zhang that Thousand Talents Program granted 5 million RMB award for 
scientific research startups and Zhang replied that it was in fact 6 million RMB for research 
funding in their field of turbine development and manufacture. 
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Zheng Xiaoqing/Zhang Zhaoxi. 
□ Zheng’s prepared remarks in January 2017 to government officials involved in 

funding their turbine companies, says he and Zhang met with various Chinese 
leaders in turbine development and through this technology exchange we gained 
more clarity on China’s current state of technical capabilities and remain 
confident in our world leading know-how.”

□ On July 18, 2018, Zheng and Zhang’s company entered into a Strategic 
Cooperation Agreement with a state-owned Chinese university and the PRC’s 
State Administration of Science, Technology and Industry for National Defense 
and in the signing ceremony, Zheng’s remarks acknowledged that their company’s 
main business was aeronautical components and the development of gas and 
steam turbines that could completely replace imported products.
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Xiaorong You aka Shannon You and Liu Xiangchen.  February 12, 
2019 indictment (Eastern District of Tennessee) involving Ms. You, an 
engineer with experience since 1992 with U.S. companies with BPA and 
BPA-free coating technologies and a Ph.D. in Polymer Science and 
Engineering (Lehigh University). She allegedly conspired with Chinese 
company interested in developing BPA-free coating technologies for food 
and beverage containers. Includes claims under § 1832. 

□ Indictment identifies The Thousand Talents program, designed to “induce individuals 
with advanced technical education, training and experience residing in Western 
countries to return or move to China and use their expertise to promote China’s 
economic and technological development.”

□ Indictment identifies similar Shandong Province sponsored program entitled “Yishi-
Yiyi.” 
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Xiaorong You aka Shannon You and Liu Xiangchen.  
□ The alleged scheme: Ms. You allegedly agreed to transfer BPA-free coating 

formulations and technology to Chinese company 1 and in exchange Chinese 
Company 1 would pay Ms. You and help her obtain the Thousand Talents annual 
award and the Yishi Yiyi award from the Chinese government using the stolen 
trade secrets as the basis for the application for both countries. 

□ Ms. You, Chinese Company 1 and other co-conspirators allegedly agreed to set up 
Chinese Company 2 to hold stolen trade secrets, which Chinese Company 2 would 
then try to enter a joint venture with established Italian company in BPA-free 
coating market to make product for Chinese market. Once the joint venture 
helped establish the Chinese Company 2 as a manufacture of BPA-free coatings, 
China Company 2 would build a facility to make second-generation BPA-free 
coatings based on stolen trade secrets. 
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Huawei Device Co., Ltd., and Huawei Device USA, Inc. January 16, 2019
indictment out of Western District of Washington involving various Huawei
engineers stealing T-Mobile trade secrets on hardware and software of robot
named “Tappy” used to evaluate the reliability of cell phones before being sold by
T-Mobile. Includes claims under § 1832.

□ Huawei was unsuccessfully trying to develop its own cell phone testing robot.

□ Huawei engineers had, subject to NDA, limited access at secure T-Mobile facility run tests on 
certain new Huawei phones using Tappy. 

□ Huawei asked for technical specifications for Tappy and was refused.

□ Huawei instructed its U.S.-based engineers to take pictures and measurements, which they did 
without authority.

□ Huawei sent Chinese engineer who was brought twice into T-Mobile site twice without authority 
to photograph and measure Tappy, and he stole Tappy’s arm to make precise measurements.

□ Huawei had formal policy to award prizes to employees who submitted confidential information 
they obtained from other companies on either an intranet portal or by secure email.  When 
disclosed, the U.S. Huawei disavowed this policy as a policy of Huawei in other jurisdictions but 
not the U.S. 
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Huawei Device Co., Ltd., and Huawei Device USA, Inc.
□ After Huawei engineer discovered with robot arm, T-Mobile cancelled all access 

by Huawei to Tappy.

□ In effort to cover up theft, Huawei generated a fake investigation report that 
concluded falsely that the two engineers involved in the theft of the robot arm 
and other acts related to Tappy were acting alone without authority and had 
been fired. Huawei produced the two engineers to be interviewed by T-Mobile to 
give further false statements that they acted alone. 

□ Instead, Huawei China allegedly directed the theft of trade secrets on the Tappy
testing robot system in order to improve the robot testing system that Huawei 
was developing, then falsely engaged in effort to cover up trade secret theft 
scheme. 
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. Zhang Zang-Gui [and nine other Chinese provincial  foreign 
intelligence officers]. October 25, 2018 indictment out of Southern 
District of California involving computer hacking and claims under 
the Computer Fraud and Abuse Act. 

□ Targets of computer file and data theft included 13 entities in aerospace and 
other high-technology industries based in U.S., the U.K. and France. 

□ Focus of attacks was commercial and technical information on turbofan engines 
used in commercial jetliners.
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. United Microelectronics Corporation, September 27, 2018
indictment out of the Northern District of California involving alleged
conspiracy between Chinese government owned Fujian Jinhua Integrated
Circuit Co. (“FJI”) and a Taiwan company, United Microelectronics
Coporation (“UMC”). Includes claims under §§ 1831, 1832.

□ PRC has significant demand for memory products such as dynamic random-access 
memory (“DRAM”), but relied on foreign suppliers like Micron, which supplies 20-25% 
or worldwide market.

□ Central Government and State Council of PRC identified development of DRAM 
technology as a national economic priority.  

□ Five-Year Plan for years 2016-2020 prioritized the development of integrated circuit 
devices such as DRAM. 

□ FJI founded by Chinese government in 2016, and funded with $5.65 billion for 
purpose of developing designing and mass-producing advanced DRAM technology. 
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Recent Criminal Enforcement of IP Theft 
with China Link

§ U.S. v. United Microelectronics Corporation.
□ UMC and FJI entered into joint venture whereby UMC would provide the DRAM 

research and development for payments of US$300 million and US$400 million 
from FJI, and FJI would build the manufacturing facilities to make DRAM. 

□ Defendant Chen had been Chairman of company that Micron bought in Taiwan  
and was re-named Micron Memory Taiwan Co., Ltd (“MMT”). 

□ UMC hired Chen as its Senior Vice President and Fabrication Director in Taiwan in 
September 2015. 

□ In addition to his role for UMC, Chen became President of FJI in February 2017.

□ Chen hired employees of MMT, who stole trade secrets of Micron concerning the 
detailed processes used to manufacture DRAM. 
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Other Recent Economic Espionage Act 
Cases

§ U.S. v. Mo Hailong – 2016 plea in Southern District of Iowa to 
conspiracy to steal DuPont Pioneer and Monsanto genetically 
modified seed for Chinese conglomerate. 

§ U.S. v. Xu and Xi – 2016 indictment in the Eastern District of Pa of 
GlaxoSmithKline scientists for transmitting data on new cancer drug 
to co-conspirators at Chinese firm.

§ U.S. v. Xi, – 2015 indictment in Eastern District of Pa of Chair of 
Temple University physics department for providing 
superconducting technology to Chinese individuals – charges 
dropped before trial based on showing that transfers were 
explained as standard collaborations among scientists at different 
universities. 
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Other Recent Economic Espionage Act 
Cases

§ U.S. v. Liew – 2014 conviction in N.D. Cal. of selling recipe for 
DuPont’s titanium dioxide to Chinese state owned entities.  15 year 
sentence. 

§ U.S. v. Wang Dong – 2014 indictment in W. D. of Pa. against five 
Chinese army computer hackers who accessed confidential emails 
and documents of Westinghouse, SolarWorld, U.S. Steel, Alcoa and 
other companies.  

§ U.S. v. Chen – 2014 indictment in Southern District of Ohio of 
National Weather Service hydrologist and naturalized citizen, case 
dismissed before trial in 2015. 
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CHINESE POLICIES: DO THEY INCENTIVIZE 
THE ACQUISITION (or THEFT) OF IP?

§ Made in China 2025 and Thousand Talents Program
□ Legitimate Industrial Policies? 

□ Policies Designed to Obtain Foreign IP by fair or unfair means? 

□ Or both?
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