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1. The legislative basis for intermediary liability in the EU and UK

European Parliament and Council Directive 2001/29/EC of 22 May 2001
on the harmonisation of certain aspects of copyright and related rights in
the information society (“InfoSoc Directive”)

8(3)Member States shall ensure that rightholders are in a position to

apply for an injunction against intermediaries whose services are

used by a third party to infringe a copyright or related right.

Copyright, Designs and Patents Act 1988 (as amended in 2003)

97A(1)The High Court (in Scotland, the Court of Session) shall have

power to grant an injunction against a service provider, where

that service provider has actual knowledge of another person

using their service to infringe copyright.



1. The legislative basis for intermediary liability in the EU and UK

European Parliament and Council Directive 2004/48/EC of 29 April 2004
on the enforcement of intellectual property rights (“Enforcement
Directive”)

11 … Member States shall also ensure that rightholders are in a
position to apply for an injunction against intermediaries whose
services are used by a third party to infringe an intellectual property
right …

No UK legislative implementation



2. Website-blocking injunctions: the current position in England &
Wales following Cartier v Sky

• First injunction granted in 2011: 20th Century Fox v BT (Newzbin 2).

• No appeal by ISPs or copyright holders on any point.

• Subsequently injunctions granted in another 15 copyright cases
against over 250 websites on unopposed applications.

• Cartier v Sky was first application and injunction in trade mark case.

• ISPs appealed against injunction to Court of Appeal and (on costs
only) to Supreme Court.

• Decisions of Court of Appeal and Supreme Court confirm the
jurisprudence built up at first instance in copyright cases since 2011
save with respect to costs of implementation.



2. Website-blocking injunctions: the current position in England &
Wales following Cartier v Sky

• The courts of England & Wales have jurisdiction to grant website-
blocking injunctions to combat trade mark infringement (and by
implication any other IP right) despite the absence of legislative
implementation by UK of third sentence of Article 11 of
Enforcement Directive.

• The Supreme Court held that the courts had this power applying
ordinary principles of equity regardless of EU law: “orders for the
disclosure of information are only one … category of order which a
court may make against a third party to prevent the use of his
facilities to commit or facilitate a wrong” (Lord Sumption).

• The courts’ jurisdiction is adequately prescribed by law.



2. Website-blocking injunctions: the current position in England &
Wales following Cartier v Sky

• The threshold conditions for the grant of such an injunction are that

(i) the defendants are intermediaries,

(ii) the users and/or operators of the website are infringing the
claimants’ IP rights,

(iii) those users and/or operators are using the defendants’ services
to infringe and

(iv) the defendants have actual knowledge of this (which may be as
a result of being notified by the rightholder).



2. Website-blocking injunctions: the current position in England &
Wales following Cartier v Sky

• In order for an injunction to be granted it must be:

(i) necessary,
(ii) effective,
(iii) dissuasive,
(iv) not unduly costly or complicated,
(v) avoid barriers to legitimate trade,
(vi) a fair balance between the fundamental rights engaged,
(vii) proportionate and
(viii) safeguarded against abuse.

• Of these factors, proportionality is the key one, since consideration of
the other factors feeds into the proportionality analysis.



2. Website-blocking injunctions: the current position in England &
Wales following Cartier v Sky

• In considering the proportionality of the injunction, an important
consideration is the nature of the technical measures which the ISPs
are required to adopt and hence their efficacy, costs and impact on
lawful users. The technical measures are specified in the order.

• Although these injunctions are quite easily circumvented, it does not
follow that they are ineffective. On the contrary, the evidence shows
that they are effective in reducing traffic to targeted websites.
Whether the extent of the reduction warrants the costs of the
injunction (if and to the extent borne by the ISPs) and any impact
on lawful users is a question of proportionality.

• The High Court and Court of Appeal considered a series of
alternative measures proposed by the ISPs but were not persuaded
they would be as effective.



2. Website-blocking injunctions: the current position in England &

Wales following Cartier v Sky

• There is no requirement for the right owner to sue or attempt to

sue the website operators first or to prove that it would be

pointless to try.

• An important practical point is that the orders enable right

owners subsequently to notify to the ISPs any other IP address or

URL whose sole or predominant purpose is to provide or facilitate

access to the target website, which must then be blocked.

• Various procedural safeguards are incorporated in the orders: the

ISPs can apply to set aside or vary the order in the event of a

change of circumstances, users and website operators can also

apply, information about the block must be displayed, there is a

sunset clause.



3. Cartier v Sky in the Supreme Court: who should pay the costs of
implementing such orders?

• The practice adopted by the High Court in the copyright cases
prior to Cartier and in Cartier was to order the rightholders to pay
the costs of an unopposed application (and subsequent
monitoring) and to order the ISPs to pay the costs of
implementation (and subsequent updating); the ISPs were also
ordered to pay the costs of contesting the application in both
Newzbin 2 and Cartier.

• The Court of Appeal by a majority upheld the order for the ISPs
to pay the implementation costs.

• The Supreme Court unanimously held that the rightholder should
pay the marginal costs of implementing the injunction (and
subsequent updating), but otherwise affirmed the costs orders
made by the High Court.



3. Cartier v Sky in the Supreme Court: who should pay the costs of
implementing such orders?

• The Supreme Court reasoned that:
(i) Recitals (59) of the InfoSoc Directive and (23) of Enforcement

Directive left the question to national law;
(ii) the ISPs were innocent parties; and
(iii) there was a close analogy with the Norwich Pharmacal,

Bankers’ Trust and freezing order jurisdictions in which
compliance costs of innocent parties were paid by the
applicant (but recoverable from the wrongdoer).

• Two factors which were not considered by the Supreme Court
are that ordering ISPs to pay implementation costs:
(i) avoids the need to quantify the ISPs’ marginal costs, and

hence evidence and argument on that issue;
(ii) gives ISPs an incentive to be efficient, to innovate and to co-

operate with rightholders.



4. Injunctions requiring ISPs to block streaming servers: Premier
League v BT, UEFA v BT, Matchroom v BT and Queensberry v BT

• In a series of cases since July 2017 the High Court has made

orders requiring ISPs to block the IP addresses of streaming

servers used to stream infringing copies of live broadcasts of

Premier League and UEFA football matches and boxing matches.

• The orders set out criteria (some confidential) for compiling on a

rolling list of servers to be targeted.

• The orders provide for the target servers only to be blocked for

the duration of each match.

• In addition to the usual safeguards in website-blocking orders, the

hosting providers which host the targeted servers have to be

notified of the order and can apply to set it aside.



4. Injunctions requiring ISPs to block streaming servers: Premier
League v BT, UEFA v BT,Matchroom v BT and Queensberry v BT

• The evidence filed in support of later applications indicated that
the earlier orders were very effective.

• Nevertheless circumvention attempts have led to the orders
needing to be modified to ensure continued efficacy.

• Note that, by agreement of the parties, all the orders – including
those granted after the Supreme Court decision in Cartier – have
contained no order as to costs. This does not mean that there has
been no private agreement as to costs.


